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Ponemon Institute research has shown that 
many organizations are experiencing cyber 
attacks on a daily and even hourly basis.1  
These attacks pose great risks to sensitive 
and confidential information and can result in 
costly disruption of services. 


Based on the potential for great economic harm to 
both private and public sector organizations, we 
believe it is important to understand what is being 
done to address cybersecurity threats.


With sponsorship from HP, Ponemon Institute 
conducted the Cybersecurity Readiness Study to 
learn how organizations are responding to cyber 
crime. The issues covered in this benchmark study 
are: 
• What IT security leaders believe constitutes a 


cyber attack 
• How capable they believe their organizations are 


in preventing or detecting a cyber attack
• What actions they need to take in order to be 


ready for a cyber attack
• The impact of a cyber attack on their organizations  


how the cyber threat landscape will change in the 
future.


This is a benchmark study of organizations and 
highly experienced senior-level cybersecurity experts 
located in the United States, United Kingdom 
and five other European nations. The majority of 
respondents are at the director level or higher 
with a direct reporting relationship to the CEO, 
CIO, CTO and CSO.  We deployed a diagnostic 
interview method involving the candid opinions and 
experiences of these 131 senior-level security leaders 
from 89 separate organizations located in several 
industry sectors. Our query focused on the following 
critical issues:
• The cyber landscape: what makes cyber crime 


different from other security attacks
• The severity of the threat
• The value of public and private partnerships to 


protect the national critical infrastructure
• How to build a stronger defense against cyber 


crime
• Predictions about the future
In this study, we also profile organizations that can 


be characterized as cyber-ready based on their 
awareness of cyber threats, vulnerabilities and 
attack vectors. The majority of these organizations:
• Use SIEM or network technologies (76 percent)
• CISO has background in intelligence or law 


enforcement (75 percent)
• CISO is a highly positioned executive (72 percent)
Also profiled are organizations with a strong critical 
national infrastructure (CNI) strategy. Many of these 
organizations have the following characteristics:
• Are in the public sector (60 percent)
• Have inadequate budget and resources  


(54 percent)
• Have a high level awareness of the threats posed 


by cyber crime (54 percent)


What is the current state of 
cybersecurity readiness in 
participating organizations?
We believe the following key findings from the study 
indicate that in some areas organizations are or will 
be prepared to deal with cyber attacks. However, 
there is also evidence that there are gaps in their 
preparedness. We first start with five indicators of 
readiness:


1.	 Aware	of	the	potential	disastrous	consequences	
of	a	cyber	attack,	respondents	acknowledge	
the	importance	of	building	a	stronger	defense	
against	cyber	crime. Eighty-four percent of 
US respondents and 80 percent of European 
respondents believe cyber attacks are more 
severe than criminal attacks in frequency, 
magnitude or both. Both US and European 
respondents agree that what makes cyber 
crime more dangerous than other white collar 
crimes is the greater threat to the interruption of 
services, theft of information assets, corruption 
of information and destruction of information 
assets.


1 See The Business Case for Data Protection, Ponemon Institute, July 2009
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2.	Holistic	and	integrated	cybersecurity	solutions	
are	preferred. Respondents do not see enabling 
technologies as the one solution. Rather, it is a 
problem that will be solved by involving people, 
process and policies. Accordingly, 79 percent 
of US and 89 percent of European respondents 
believe a holistic approach to creating a strong 
cybersecurity posture is important.


3.	Respondents	believe	defensive	measures	
will	improve	and	they	will	become	better	at	
detecting	and	preventing	threats. Fifty-seven 
percent of US and 52 percent of European 
respondents believe defensive measures will 
improve over the next two years. Only 6 percent 
of US and 11 percent of European respondents 
say they will become less effective.


The special features necessary are: provide 
advance warning about threats and attackers 
(100 percent for both US and European 
respondents), enable adaptive perimeter 
controls (88 percent US and 100 percent 
European respondents) and provide intelligence 
about threat landscape (100 percent US and 97 
percent European respondents).


4.	Concern	about	the	security	of	the	critical	
national	infrastructure	in	their	countries	drives	
the	need	to	partner	with	others	in	industry	and	
possibly	government.	Eighty percent of US and 
89 percent of European respondents believe 
they are part of the critical national infrastructure 
(CNI) and a problem in their company could 
have serious consequences for their country. 
Based on this perception and an understanding 
of the severity of the problem, they do not think 
their organizations should “go-it-alone.” Seventy-
nine percent of US and 70 percent of European 
respondents support a global CERT program 
as important to mitigating cyber attacks that 
threaten the CNI.


5.	Respondents	understand	what	technologies,	
processes	and	expertise	will	reduce	the	risk	
of	cyber	attacks. Ninety-six percent of US and 
100 percent of European respondents believe 
firewalls are important to stopping cyber crime 
followed by 99 percent of US and 97 percent 
of European respondents who believe anti-virus 
and anti-malware solutions are critical. Eighty-
two percent of US and 68 percent of European 
respondents believe network and traffic 
intelligence systems are important.


Ninety-six percent of US and 92 percent of 
European respondents believe expert security 
personnel are critical to thwarting cyber crime. 
This is followed by policies and procedures 
(97 percent of US and 89 percent of European 
respondents). 


We believe the following responses indicate that 
organizations are not ready to deal with cyber 
attacks. Here are five indicators that they are not 
ready:


1.	 Inadequate	budgets	threaten	organizations’	
efforts	to	deal	with	cyber	attacks. Sixty-eight 
percent of US and 70 percent of European 
respondents see an increase in successful 
intrusions. However, only 38 percent of both 
US and European respondents have seen an 
increase in investment to mitigate or curtail 
cybersecurity threats.


Further, Sixty percent of US and 46 percent 
of European respondents say their budget is 
inadequate to manage cyber threats. Ninety-
one percent of US respondents say the budget 
deficit is in their ability to invest in enabling 
technologies. Eighty-one percent of European 
respondents say it is in their ability to hire 
professional and competent staff.


2.	There	is	a	shortage	of	existing	technologies	and	
expertise	to	be	able	to	respond	and	contain	
threats. Both US and European respondents 
say cyber attacks are difficult to detect (US 81 
percent and European 96 percent), correct 
quickly (US 83 percent and European 90 
percent) and lack a solution or patch (US 
89 percent and European 76 percent). Until 
organizations have technologies to address 
these problems, they will see more successful 
intrusions.


3.	Respondents	are	wary	about	mandated	
programs	that	force	collaboration	across	
industries. Collaborative efforts may fail if 
government mandates programs. While they 
understand the need for collaboration, 66 
percent of US and 32 percent of European 
prefer a voluntary program operated by 
government and 35 percent of US and 60 
percent of European respondents prefer a 
voluntary industry-led program. Only 31 
percent of US and 29 percent of European 
would prefer a government mandated program. 
Only 9 percent of US and 24 percent of 
European respondent would prefer a multilateral 
organization to operate a mandatory program.


4.	 In	the	short-term,	respondents	believe	a	cyber	
attack	could	cripple	the	CNI. In the next two 
years, 78 percent of US respondents and 60 
percent of European respondents believe a 
cyber attack will significantly disrupt on their 
country’s mission critical operations. Despite 
recognition that their organizations are part of 
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the CNI, only 12 percent of US and 21 percent 
of European respondents say their organization 
has a collaborative strategy that includes other 
organizations in their industry. Similarly only 
19 percent of US and 11 percent of European 
respondents have a collaborative strategy 
that includes other organizations and the 
government. 


5.	A	difficult	challenge	is	the	immediate	need	to	
create	a	strategy	to	deal	with	nation-sponsored	
attacks	from	powerful	sources. More than 
half of US respondents (56 percent) and 38 
percent of European respondents believe 
they have been victims of a nation-sponsored 
cyber attack. They believe that most likely the 
attacks have come from powerful nations as 
China, according to 91 percent and 87 percent 
followed by the Russia Federation according to 
51 percent of and 48 percent of respondents. 


The motivation was theft of confidential 
information, according to 37 percent of US 
respondents and 54 percent of European 
respondents. This is followed by the belief that 
the motive is disruption of critical infrastructure, 
according to 16 percent of US respondents and 
33 percent of European respondents. 


Are you ready to defend your 
organization against a cyber attack?
The findings of the Cybersecurity Readiness Study 
reveal that many organizations have been the 
victim of a cyber attack. Moreover, the experts 
who responded to our survey believe cyber crimes 
are more difficult to prevent and detect than other 
computer crimes. They agree that new approaches 
to information security and greater technical 
expertise are needed to defend an organization. 


To help organizations determine their readiness 
to respond to an attack we have developed the 
Cyber Readiness Tool.  This tool helps organizations 
identify risk areas that might hamper their ability to 
prevent or quickly detect cyber attacks to endpoints, 
networks and enterprise systems.  


The next section profiles organizations we identify as 
“cyber-ready.” In Part 3 we report the key findings 
from diagnostic interviews conducted by Ponemon 
Institute over a three-month period ending July 2010. 
We present US and European results separately and 
will highlight salient differences between these two 
samples. For purposes of confidentiality, reference to 
organizations has been removed from our analysis.


Part 2: Are you ready for a cyber 
crime?
The Cybersecurity Readiness Study is the first study 
to benchmark the practices of US and European 
organizations and their ability to respond and 
recover quickly from a cyber attack. As shown in 
another Ponemon Institute study on the Cost of a 
Cyber Crime2, such an attack can disrupt critical 
business operations and have serious financial 
consequences. 


Interviews were conducted with 131 IT security 
leaders in 89 separate organizations. An analysis 
of the qualitative responses enabled us to create a 
profile of 30 organizations we identified as cyber 
ready.  Similarly, we also identified 27 organizations 
that appear to be most vulnerable to serious attacks.  
The following table summarizes the most salient 
differences.


2 See Ponemon Institute’s First Annual Cost of a Cyber Crime Study, July 2010


Organizations that are ready Organizations that are not ready 
90% have CISO leadership with autonomy and 
budget authority.


93% do not have a clearly defined leadership 
structure for enterprise security.


83% have an organizational culture that holds 
end-users accountable and strictly enforces non-
compliance with polices.


89% lack the budget resources to protect the 
enterprise effectively.


80% are early adopters of enabling technology 
especially those focused on network or traffic 
intelligence systems.


78% do not collaborate with government or industry 
groups.


80% take steps to recruit and retain top talent and 
provide a career path for information security.


73% do not have high turnover of security specialists 
and do not have executive-level buy in for enterprise 
security.


77% collaborate closely with government and 
industry groups


70% do not believe that a strong information security 
posture is a business advantag
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The characteristics of 30 cyber-ready organizations, 
based on our interviews, are as follows:
• Ninety percent of cyber-ready organizations have 


a CISO or equivalently titled head of information 
security who is highly positioned and who has 
substantial autonomy. Seventy-seven percent of 
these security leaders have discretionary budget 
authority and direct access to the chief executive 
and other senior executives.


• Eighty-three percent of cyber-ready organizations 
have an organizational culture that holds end-
users accountable for security, privacy and data 
protection. These organizations are more likely 
to have substantial training programs and strictly 
enforced policies or SOPs.


• Eighty percent of cyber-ready organizations 
appear to be early adopters of new enabling 
security technologies – especially those that 
provide advanced warnings about impending 
cyber threats and potential advance threats. These 
organizations are better able to respond quickly to 
and recover from cyber attacks. In addition, cyber-
ready organizations appear to be more innovative 
in the use and deployment of these security 
management systems.


• Eighty percent of cyber-ready organizations 
take steps to reward employees with expertise 
and certifications that prove their qualifications.  
These organizations are more likely to recruit and 
retain individuals who have earned advanced 
degrees and professional designations (such as 
the CISSP, CISA, CISM and others). Cyber-ready 
organizations provide a career path for security 
specialists and, hence, are much less likely to 
experience a high rate of turnover among highly 
qualified individuals.


• Seventy-seven percent of cyber-ready 
organizations collaborate closely with government 
authorities (including intelligence agencies) 
and national industry groups (such as InfoSec). 
These organizations recognize the importance of 
collecting advance intelligence on a wide array 
of issues, including the nature of cyber attacks 
experienced, the origin of attackers, the system 
vulnerabilities that provide serious risks, and the 
enabling technologies most successful in thwarting 
attacks.


The following are characteristics of 27 organizations 
that admit to being most vulnerable to cyber attacks.


• Ninety-three percent of organizations most 
vulnerable to cyber attacks do not have a clearly 
defined leadership structure for information 
security, data protection and privacy issues. In 
these organizations information security operates 
within silos located in IT or compliance, without a 
clear mandate for the enterprise.


• Eighty-nine percent of organizations most 
vulnerable to cyber attacks do not have budget 
or staffing resources to protect the organization. 
Hence, these organizations are unable to afford 
the technologies that provide advance warning of 
cyber attacks and they do not have the in-house 
expertise to diagnose the threat or how to best 
respond to and recover from these attacks. 


• Seventy-eight percent of organizations most 
vulnerable to cyber attacks do not collaborate 
with government authorities and industry groups. 
These organizations do not have a culture that 
supports openness or transparency on how 
information security and data protection priorities 
are managed. 


• Seventy-three percent of organizations most 
vulnerable to cyber attacks admit that the 
high turnover of security experts or specialists 
diminishes the ability to manage threats and 
curtail vulnerabilities. In these organizations, the 
information security function is diminished because 
of a lack of executive-level sponsorship and the 
lack of an enterprise vision.


• Seventy percent of organizations most 
vulnerable to cyber attacks do not believe a 
strong information security posture enhances 
business objectives or operational goals. These 
organizations are more likely to see information 
security as a compliance issue. In short, these 
organizations do not understand the advantages 
of going beyond minimum standards.
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Part 3. Key Findings
This section of the report provides the summarized percentage frequencies as derived from one-to-one 
interviews utilizing a fixed formatted questionnaire and related probing questions. Results are reported  
in figures and tables. Only salient differences between US and European results are highlighted. 


3a. The cyber landscape: what makes cyber crime different from other 
security attacks?
Figure 1 summarizes results for the US and European samples on the term “cyber” in the context of 
cyber crime. The majority of respondents believe a cyber attack is a forced act or intrusion against the 
organization or an illegal attack against the organization’s IT infrastructure.


As reported in Figure 2, respondents believe cyber attacks are more severe than other criminal attacks 
against their organizations in both frequency and magnitude.  Figure 3 shows that cyber crimes are 
considered different from “white collar” crime because cyber attacks do not require close proximity to  
the target, greater stealth and secrecy is involved and the motivation for the attack may not be purely 
financial gain.


While not shown in a figure, respondents believe cyber crimes differ from “white collar” crimes in terms of 
having a longer duration, involving automated agents such as botnets, malware viruses, worms and others, 
and unable to completely prevent or stop.


Illegal act against the IT infrastructure


Forced act or intrusion against the organization


Probes that target the organization


Attack with a known signature


Attack aims to disrupt an organization or industry


War-like tactics are deployed Europe       U.S.      


78%
81%


81%
75%


48%
68%


37%
44%


41%
28%


17%
        12%


More severe, frequency only


More severe


More severe, magnitude only


No difference


Less Severe Europe       U.S.      


40%
29%


32%
47%


8%
7%


13%


3%
3%


17%


Figure 1: How do you define “cyber” in the context of cyber crime?


Figure 2: Is cyber crime more severe than other criminal attacks?
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Figure 4 shows cyber crime poses a greater threat than other computer crimes because of the ability to 
inflict the interruption of services, impair the security of information and other resources, and the ability  
to corrupt information.


3b. Severity of the threat
Table 1 reports 13 well known cyber attacks over the past decade in descending order based on severity.  
According to US and European respondents, the three most severe cyber attacks experienced are Storm 
worm (a.k.a. Peacommor Nuwar), Operation Aurora and Kneber.


Viruses,	worms	&	
Trojans


US Viruses,	worms	&	
Trojans


Europe


Storm worm 13 Kneber 13


Operation Aurora 12 Storm worm 12


Kneber 11 Operation Aurora 11


Melissa 10 Melissa 10


Sasser/Netsky 9 NIMDA 9


NIMDA 8 Code Red 8


Slammer/Sapphire 7 Klez 7


MyDoom/Novarg 6 MyDoom/Novarg 6


Oompa-A 5 Sasser/Netsky 5


Code Red 4 Oompa-A 4


Klez 3 Conficker/Downadup 3


Conficker/Downadup 2 Slammer/Sapphire 2


Iloveyou 1 Iloveyou 1


Distance of the attacker


Stealth & secrecy


Motivation may not be financial


Augmented agents


Costs can be substantial


Long duration


Unable to stop Europe       U.S.      


87%
88%


81%
89%


79%
81%


63%
60%


67%
40%


63%
        37%


23%
        56%


Figure 3: How do cyber crimes differ from white-collar crimes?


Interruption of services


Theft of information assets


Corruption of information


Destruction of information assets


Wrongful disclosure Europe       U.S.      


68%
76%


70%
51%


48%
72%


63%
53%


40%
29%


Figure 4: Do cyber crimes present more dangerous threats than other white-collar crimes?
Each percent defines the degree to which the threat level is higher than white-collar crime


Table 1: Rank order of 13 cyber attacks based on perceived severity*


* Ranking from 13 = most severe to 1 = least severe
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Figure 5 provides six reasons respondents believe the above-mentioned attacks were so severe. The top 
three reasons are the difficulty in detecting and correcting, and the lack of a solution or patch at the time  
of attack. 


Figure 6 reports two series for the combined US and European samples. One series rates the severity for 
five separate attack categories. The other series rates the frequency of the five attack categories. Clearly, 
respondents rate client-side HTTP and SQL injection attacks as both severe and frequent, thus resulting is  
the highest cyber threat level. PHP remote file include and cross-site scripting attacks represent the two  
lowest cyber threat levels.


Figure 7 shows zero day vulnerabilities are considered a problem that is increasing. Table 2 shows the 
majority of US organizations are working with CERT or other industry groups to monitor attack trends. The 
majority of European organizations are establishing control procedures once the vulnerability is detected, 
working with a vendor to compile an effective resolution or patch, and working with CERT.


Client-side HTTP attacks


SQL injection attacks


Server-side HTTP attacks


Cross-site scriptng attacks


PHP Remote File Include
Percent frequent & very frequent
Percent severe & very severe


70%
85%


47%
77%


25%
44%


21%
39%


10%
18%


Figure 5: Factors that exacerbate the severity of cyber crimes


Figure 6: The severity and frequency of five attack categories
For combined US and European samples


Difficult to detect


Difficult to correct quickly


Lack of solution or patch


Difficult to prevent


Costly to recover from 


Disruption to operations Europe       U.S.      


81%
96%


83%
90%


89%
76%


68%
82%


60%
63%


49%
        34%


Yes, getting worse


Yes, no change


Yes, getting better


Not a serious risk Europe       U.S.      


71%
81%


16%
15%


5%
0%


3%
3%


Figure 7: Do zero day vulnerabilities present a serious cybersecurity risk?
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Figure 8 shows that 56 percent of US respondents and 38 percent of European respondents believe their 
organization has been the target of a nation-state sponsored cyber attack.


According to Figure 9, the number one motivation for nation-state sponsored cyber attacks concerns the theft 
of confidential information such as intellectual properties or trade secrets. The second and third motivations 
concern the disruption of critical infrastructure and business operations, respectively.


As reported in Figure 10, to determine the origin of the attack, most respondents turned to CERT, InfoSec  
and the Threat signature reporting mechanisms.


Yes, with certainty


Yes, very likely


No


Unsure Europe       U.S.      


8%
22%


30%
34%


29%
29%


33%
15%


Figure 8: Has your organization been the target of a nation-state sponsored attack?


Figure 9: What is the primary purpose or objective of this nation-state sponsored attack?


Theft of confidential information


Disruption of critical infrastructure


Disruptions to business operations


Test of capabilities (fear mongering)


Damage to IT equipment Europe       U.S.      


54%
37%


33%
16%


8%
29%


4%
3%


0%
11%


Figure 10: How did your organization determine the origin of the attack?


Signature


CERT reporting


InfoSec community


Network Intelligence


Law Enforcement


Forensics Europe       U.S.      


71%
63%


63%
61%


54%
24%


42%
32%


33%
8%


29%
        16%


Table	2:	What	organizations	do	to	mitigate	or	reduce	the	risk	caused	by	
zero	day	vulnerabilities


US% Europe%


Establish control procedures once the vulnerability is detected 44% 63%


Work with vendor to compile an effective resolution or patch 47% 52%


Work with CERT or other industry group to monitor attack trends 56% 51%


Nothing, sometimes we are a sitting target 43% 41%


Assign responsibility to an in-house "swat" team 22% 37%


Bring down the at-risk application until patch is available 7% 10%
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Figure 11 lists the top five most likely nations to perpetuate attacks at present or in the immediate future. As 
can been seen, China (PRC) is clearly viewed as the most likely to sponsor nation-state cyber attacks against 
US and European organizations. Other likely nations include the Russian Federation, Ukraine, Thailand and 
the United States.


Respondents say the most severe attacks experienced by their organizations over the past 12 months are 
insider threats, malware, viruses and SQL injections. Respondents in Europe rate SQL injection and mali-
cious insiders at a higher severity level than those in the US. In contrast, US respondents rate insider threats, 
malware and denial of service attacks at a much higher level of severity than Europe.


Figure 12 shows almost half (47 percent in the US and 48 percent in Europe) believe these attacks increased 
over the past year. Only 13 percent in the US and 10 percent in Europe perceive the frequency of attacks as 
decreasing


According to Figure 13, the primary reasons that cyber attacks are increasing is due to the increase in  
automated attack methods such as botnets and an increase in the sophistication of cyber criminal activity.


Figure 11: What countries are most likely to perpetrate attacks against your organization?


China (PRC)


Russian Federation


Ukraine


Thailand


United States


91%
87%


48%
51%


37%
24%


33%
38%


32%
7% Europe       U.S.      


Figure 12: How have cyber attacks changed over the past 12 months?


Attacks are increasing


No change


Attacks are decreasing Europe       U.S.      


48%
47%


30%
41%


13%
10%


Figure 13: Reasons why cyber crime attacks are increasing over the past 12 months


Increase in automated attacks


Increase in sophistication of cyber crimes


Lack of budget resources


Increased frequency of cyber attacks


Inability of IT to prevent or detect attacks Europe       U.S.      


74%
88%


81%
78%


52%
75%


58%
59%


68%
41%
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3c. What is the value of public and private partnerships in the protection 
     of national and critical infrastructure?
Figure 14 reports organizations’ strategy or plan for helping to secure the critical national infrastructure.  
Clearly, a majority of respondents in both the US and European samples have a “go-it-alone” or no 
coordinated strategy or approach for minimizing cyber threats against their nation’s critical infrastructure.  
Only 19 percent of US and 11 percent of European respondents state they presently have collaboration 
strategies that include other industries and government


Figure 15 shows 87 percent of US and 89 percent of European respondents believe their organizations are 
an essential part of their nation’s critical infrastructure. A majority of US respondents (65 percent) have a 
favorable opinion about collaboration with government to help secure the critical national infrastructure. In 
contrast, only 44 percent of Europeans hold a favorable view about collaboration with government. Forty-six 
percent of US and 37 percent of European respondents believe it is a good idea to collaborate with other 
organizations in their industry.


Figure 16 shows half of US respondents and 40 percent of European respondents strongly agree or 
agree that a formal alliance with other members in their industry is preferred to going it alone. More than 
79 percent of US respondents strongly agree or agree that a formal alliance with other industries and 
government is preferred to going it alone. In sharp contrast, only 30 percent of European respondents  
hold this view.


Figure 14: The present strategy or plans to secure the critical national infrastructure


A “go-it-alone” strategy where we focus 
soley on securing our own organization


No coordinated strategy or approach


A collaborative strategy that includes other
organizations within our industry


A collaborative strategy that includes other
industries and the government Europe       U.S.      


51%
34%


17%
35%


21%
12%


11%
19%


Figure 15: Respondents’ views about partnerships to secure the critical national infrastructure


My organization is an essential part of the
 critical national infrastructure with our country


My organization should partner with
government to secure the critical national 


 infrastructure within our country


My organization should collaborate with other
companies in our industry sector to protect
the country’s critical national infrastructure Europe       U.S.      


89%
87%


44%
65%


37%
46%


A formal alliance with other industries and 
government is preferred to going it alone in
protecting the critical national infrastructure


A formal alliance with other members in your
industry is preferred to going it alone in


protecting the critical national infrastructure
Europe       U.S.      40%


50%


30%
79%


Figure 16: Respondents’ views about formal alliances with industry and government
Strongly agree and agree response combined
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Respondents resist the idea of government mandates to protect the national critical infrastructure. As shown 
in Figure 17, for US respondents the top three choices for a partnership are government-operated voluntary 
program, third party operated voluntary program and industry-led voluntary program. For Europe, a  
government-operated voluntary program is much less desirable. The least popular choice for all respondents 
involves multilateral organizations.


While not shown, 79 percent of US and 70 percent of European respondents believe a global CERT program 
would be very important or important to mitigating cyber attacks that threaten their nation’s critical infrastructure.


3d. How to build a stronger defense against cyber crime
Respondents face a major challenge in building a stronger defense against cyber attacks. Figure 18 shows  
a majority of respondents see an increase in successful intrusions, but only 38 percent say they see a  
commensurate increase in investment to mitigate or curtail cyber threats.


As noted in Table 3, important to creating a strong defense against cyber attacks are flexibility in deployment 
of resources, alignment of the security with business objectives education and training within the enterprise, 
and a holistic approach to enterprise security. Substantive differences between US and European respondents 
exist on key factors relating to collaboration with industry and government, convergence between physical 
and logical security, measurement and accountability and consistency in the deployment of resources.


Figure 17: How should private/public partnerships for cybersecurity work?


Government operates a voluntary program


Third party operates a voluntary program 
(cross-industries)


Industry leads a voluntary program


A multinational organization operates 
a voluntary program


Government operates a mandatory program


A multinational organization operates 
a mandatory program Europe       U.S.      


32%
66%


49%
49%


60%
35%


29%
31%


24%
9%


41%
22%


Figure 18: Respondents’ views about intrusions and commensurate budgets
Percentage Yes response


Have seen an increase in successful intrustions


Have seen an increase in investment to 
mitigate or curtail cybersecurity threats Europe       U.S.      38%


38%


70%
68%


Table	3:	Strategic	factors	that	create	a	strong	cybersecurity	posture* US% Europe%


Flexibility in the deployment of resources 97% 81%


Alignment of the security with business objectives 90% 81%


Education and training within the enterprise 81% 79%


Holistic approach to enterprise security 79% 89%


Collaboration with industry and government 72% 46%


Convergence between physical and logical security 68% 40%


Stealth and secrecy in security operations 66% 79%


Knowledge and control over all endpoints 66% 54%


Visibility of privileged users 59% 71%


Collaboration with other companies in your industry 56% 51%


Knowledge about new technologies 44% 57%


Consistency in the deployment of resources 34% 65%


Measurement and accountability 28% 62%
*Combined important and very important response
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As shown in Figure 19, respondents selected the following special skills or competencies for the prevention 
or detection of a cyber attack: technical education, certification including CISSP, CISA and others, white hat 
(hacker) skills, and knowledge about network security. Professional certification is considered by respondents 
as a way to demonstrate employee trustworthiness and dedication. A background in compliance or law 
enforcement is not considered as relevant as other skills.


Figure 20 reports key features for security technologies that respondents see as critical for thwarting cyber 
crime. The highest rated features include advanced warnings about the threat landscape, adaptive perimeter 
controls, and efficient patch management. Less important features include management reporting, imposing 
limitations on insecure connections, and the ability to enable efficient recovery operations


Technical education


Certification


White Hat (hacker) skills


Knowledge about network security


Experience in incident managment


Military intelligence background


Law enforcement background


Compliance background


98%
85%


 89%
88%


89%
72%


68%
51%


81%
71%


59%
57%


52%
51%


32%
47%


Europe       U.S.      


Figure 19: The most important specialized skills for security practitioners
Combined important and very important resonse


Figure 20: Key features for security technologies in thwarting cyber crimes


Provide intelligence about threat landscape


Enable adaptive perimeter controls


Enable efficient patch management


Capture intelligence about attackers


Prioritize threats and vulnerabilities


Prevent unauthorized sharing


Restrict unauthorized access


Limit insecure connections


Enable efficient recovery


Management reporting


97%
100%


 100%
88%


87%
96%


68%
76%


76%
69%


60%
72%


60%
71%


62%
49%


48%
62%


49%
34%


Europe       U.S.      
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Sixty-percent of US respondents and 46 percent of respondents in Europe do not believe their budget is  
adequate to manage cyber threats. As shown in Figure 21, the most significant budget deficiency for  
respondents in the US is inability to acquire enabling technologies to thwart cyber crime. For respondents  
in Europe the most significant budget deficiency is an inability to hire professional staff.


Table 4 lists security-enabling technologies considered most important for thwarting cyber crime. These include 
firewalls (including well application firewalls), anti-virus & anti-malware, intrusion detection and prevention 
systems. Data loss prevention and encryption for data at rest are technologies considered less important to 
prevent or quickly detect cyber attacks.


Beyond technologies, the manual control procedures considered most important for deterring cyber crime 
include the hiring of competent staff (expert security personnel), the availability of policies and procedures, 
and participation in CERT programs. Program certification, specialized training and internal audits are rated 
as less important to cyber crime prevention.


Many respondents say they utilize metrics to reflect their cybersecurity readiness. Those used most frequently 
are stats on end-user training and time to deploy software patches. Less important metrics include audit or 
assessment results and compliance/non-compliance rates.


Figure 21: Where are the budget deficiencies?


Enabling technologies


Professinal staffing


Operations & controls


Governnance


71%
91%


 81%
75%


73%
66%


56%
51% Europe       U.S.      


Table	4.	Security	technologies	considered	most	important	for	thwarting	
cyber	crime*


US% Europe%


Firewalls 96% 100%


Anti-virus & anti-malware 99% 97%


Intrusion detection systems 63% 94%


Intrusion prevention systems 66% 89%


Network and traffic intelligence systems 82% 68%


Access governance 43% 63%


Identity and authentication 53% 51%


Code review systems 57% 51%


Wireless security solutions 66% 41%


Encryption for data in motion 47% 40%


Endpoint solutions 60% 40%


Encryption for data at rest 46% 33%


Data loss prevention 22% 25%
*Combined important and very important response
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3e. Predictions about the future
Many US and European respondents believe cyber attacks are very likely or likely to disrupt their organization, 
industry and nation sometime in the next two years. Figure 22 shows 78 percent of US respondents and  
60 percent of European respondents believe a cyber attack will significantly disrupt one or more of the 
country’s mission critical operations sometime over the next two years. This is followed by 71 percent of US 
and 56 percent of European respondents who believe it will disrupt their industry’s mission critical operations. 
Finally 66 percent of US and 44 percent of European respondents believe a cyber attack will impact their 
organization’s mission critical operations. 


Seventy-eight percent of US respondents and 62 percent of European respondents believe serious cyber  
attacks diminish their organization’s economic viability, bottom line or mission. Table 5 reports the most  
severe economic impacts, which include the value of lost or stolen information resources, disruption to  
business operations, and lost productivity in the IT department.


A cyber attack will significantly disrupt one of
your country’s mission-critical operations in


the next two years


A cyber attack will significantly disrupt one of
your industry’s mission-critical applications 


or operations in the next two years


A cyber attack will significantly disrupt one of
your company’s mission-critical applications


or operations in the next two years
Europe       U.S.      


56%
71%


44%
66%


60%
78%


Figure 22: Prediction about three serious cyber attacks 


Table	5:	The	primary	economic	impact	of	cyber	crime US% Europe%


Value of lost or stolen information resources 85% 89%


Disruption to business operations 82% 79%


Costs of detection including forensic support 66% 68%


Cost to recover 72% 68%


Lost productivity in the IT department 76% 56%


Repair or replacement of damaged equipment 34% 41%


Lost revenues 44% 21%


Brand or reputation damage 41% 13%


Customer turnover 34% 5%


Regulatory fines 31% 3%


Legal actions 26% 2%
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According to Figure 23, the majority of US and European respondents believe serious cyber threats will 
increase or stay the same over the next few years. Only 4 percent of US and 13 percent of Europe see  
cyber risk as decreasing.  


Figure 24 shows both US and European respondents are generally optimistic that cyber defense measures 
will become better at thwarting cyber attacks over the next few years.


Table 6 lists the predictions of respondents with respect to enabling technologies available to combat cyber 
crime in the next two years. Both US and European respondents believe enabling security technologies will 
change over time with greater focus on advanced threat detection and mitigation, cybersecurity as a service 
in the cloud and improved security technology integration across platforms.


Figure 23: How will the cyber threat landscape change over the next two years?


Serious threats will increase


Serious threats will stay at about the
same level as today


Serious threats will decrease Europe       U.S.      


48%
62%


33%
28%


13%
4%


Figure 24: How will cyber defensive measures change over the next two years?


Defensive measures will become 
more effective


Defensive measures will maintain the 
same level of effectiveness


Defensive measures will become 
less effective Europe       U.S.      


52%
57%


32%
31%


11%
6%


Table	6:	Prediction	on	how	security	technologies	will	change	in	
response	to	cyber	threats	over	the	next	two	years


US% Europe%


Greater focus on advanced threat detection and mitigation 93% 78%


Cybersecurity as a service in the cloud 82% 73%


Improved security technology integration across platforms 74% 70%


Adaptive firewall and IDS technologies 72% 68%


Greater focus on securing smart mobile devices 72% 62%


Improved patching systems 56% 56%


Improved indicators that show threat patterns 74% 52%


Improved audit and control systems 41% 48%


Improved security virtualization capabilities 24% 43%


Improved identification of threat origin 49% 40%
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3f. Profile of cyber-ready organizations
Our analysis of respondents in the US and Europe (combined) revealed some additional findings relating 
to the aspects of successful and unsuccessful organizations with respect to their cyber readiness. In our first 
cross-tab analysis, we identified 25 organizations (19 percent of the overall sample) with a high level of 
awareness about cyber threats, vulnerabilities and attack vectors. We also identified 24 organizations  
(18 percent of the overall sample) that have minimum awareness about how cyber crime might affect  
their organization.


Figure 25 reports the differences between respondents with high versus low levels of awareness about their 
organizations’ vulnerability to cyber crime. Characteristics of organizations with a high level of awareness 
include the following: 
• More likely to use SIEM or network intelligence technologies 
• Have a highly positioned CISO or security leader 
• Have a CISO with a background in intelligence or law enforcement 
• Are private (commercial) sector organizations
• Collaborate with industry and government initiatives 
• See themselves as an essential part of their nation’s critical infrastructure 
• Have adequate budget resources


In our second cross-tab analysis, we identified 35 organizations (27 percent of the overall sample) 
that appear to have a relatively strong critical national infrastructure (CNI) strategy that includes close 
collaboration with industry groups and government. In contrast, we identified 20 organizations (15 percent 
of the overall sample) that do not have any coordinated strategy or approach to manage CNI cyber issues 
and risk areas.


Figure 26 reports the differences between respondents in companies with a strong CNI strategy versus 
respondents whose companies do not present any strategy or approach concerning CNI cyber risk. As 
shown, characteristics of organizations with a strong CNI strategy include the following: 
• Are more likely to be in the public sector 
• Enjoy a high level of awareness about cyber attacks 
• Do not have adequate budget or resources 
• Have a highly positioned CISO with a background in intelligence or law enforcement 
• Are headquartered in the United States (versus the UK or other countries in Europe).


Figure 25: Cross-tabs for subsample with high and low awareness about cyber crime
Analysis of high and low awareness subsamples (U.S. and Europe combined)


Use SIEM or network intelligence technologies


CISO has background in intelligence or
law enforcement


CISO is highly positioned executive


Collaboration with industry or 
government initiatives


Private sector (commercial) organization


Organization is an essential part of the 
nation’s critical infrastructure


Budget resources are adequate


low level of awareness      


13%
76%


13%
72%


29%
72%


21%
64%


29%
60%


21%
56%


25%
64%


high level of awareness      
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Figure 26: Cross-tabs for subsample with a strong versus weak CNI strategy or approach
Analysis of strong CNI and weak CNI collaboration subsamples (U.S. and Europe combined)


Public sector organization


Budget resources are inadequate


High level of awareness about cyber crime


CISO is highly positioned executive


Organization is headquartered in the U.S.


CISO has background in intelligence or
law enforcement


35%
60%


40%
54%


40%
54%


30%
43%


30%
43%


40%
46%


weak CNI strategy
or approach      


strong CNI strategy
or approach      


Part 4. Benchmark Methods
This study utilized a benchmark instrument to examine a panel of highly experienced IT and IT security  
practitioners and their views about cyber crime in the context of their organization. In total, more than  
550 individuals known to the researcher were personally contacted, resulting in 131 practitioners  
(representing 89 separate companies) agreeing to participate either by telephone or an in-person interview. 
Sixty-eight respondents are located in the United States and 63 respondents are located in Europe.3 


Our interview method utilized a series of fixed formatted questions to ensure consistency and internal reliability. 
All questions included in the interview are documented in a separate Appendix to this paper. On average, 
interviews were completed in less than 90 minutes. In some cases the researcher was required to reconnect 
with the respondent in order to clarify a specific response or obtain additional insights. All respondents 
were assured confidentially for themselves and their organizations.


The following pie charts show the industry distribution of respondents’ organizations in both the US and  
European samples. The largest industry segments are financial services (including banking, insurance,  
brokerage and credit cards), public sector, and manufacturing.


Financial


Public Sector


Manufacturing


Defense


Transportation


Utilities


Energy


Telco


28%


22%
13%


10%


8%


7%


6%
6%


24%


27%
11%


10%


10%


6%


6%
6%


Pie chart 1
Industry distribution of U.S. sample


Pie chart 2
Industry distribution of European sample


3 The European sample consists of respondents from the UK (44 percent), Germany (24 percent), France (13 percent), 
   Netherlands (10 percent), Spain (6 percent) and Italy (3 percent). 
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The mean experiences of US and European respondents are 16.5 and 13.8 years, respectively.  
Table 7 provides the approximate organizational level of respondents.


Table	7:	The	respondents’	approximate	organizational	level US% Europe%


Senior Executive 9% 8%


Department Head 4% 3%


Vice President 9% 5%


Deputy Department Head 1% 5%


Director 34% 37%


Assistant Department Head 0% 10%


Manager 34% 25%


Technical Staff 4% 3%


Other 4% 5%


Total 100% 100%


Table 8 reports the respondents’ primary reporting channel or chain-of-command within their organizations.  
As can be seen, the most frequently cited direct report for both US and European respondents is the  
organization’s chief information officer.


Table	8:	The	respondents’	primary	reporting	channels US% Europe%


Chief Executive 3% 5%


Chief Financial Officer 1% 0%


Chief Information Officer 38% 37%


Compliance Officer 7% 16%


Director of Internal Audit 1% 0%


General Counsel 4% 3%


Chief Technology Officer 10% 10%


Chief Security Officer 18% 10%


Chief Risk Officer 7% 6%


Secretary or Agency Chief 1% 5%


Special Investigations Unit 4% 8%


Other 3% 2%


Total 100% 100%


Table 9 reports the worldwide headcount of respondents’ organizations, showing that a majority of  
respondents in both the US and Europe are employed by companies with more than 1,000 employees. 


Table	9.	The	total	headcount	of	respondents’	organizations US% Europe%


Less than 500 15% 17%


Between 500 to 1,000 13% 22%


Between 1,001 to 5,000 24% 16%


Between 5,001 to 25,000 29% 21%


Between 25,001 to 75,000 12% 19%


More than 75,000 7% 5%


Total 100% 100%
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Table 10 summarizes US and European respondents’ roles in managing data protection and security risk.  
As can be seen, respondents self-report having a high level of involvement in setting priorities, managing 
budgets, selecting vendors, determining data protection strategy, and evaluating program performance.


Table	10.	Respondents’	role	in	managing	security	risks	within	their	
organizations


US% Europe%


Setting priorities 91% 86%


Managing budgets 93% 89%


Selecting vendors and contractors 96% 95%


Determining security strategy 82% 95%


Evaluating program performance 81% 84%


Part 5. Caveats & Conclusion
Our benchmark study utilizes a diagnostic interview method that has been successfully deployed in earlier 
research. However, there are inherent limitations to benchmark research that need to be carefully considered 
before drawing conclusions from these findings.


•	Non-statistical	sample: The purpose of this study is descriptive inquiry rather than normative inference.  
This research draws upon a representative, but non-statistical sample of highly experienced IT and IT 
security practitioners in the US and Europe.


•	Non-response: The current findings are based on a small representative sample of companies. An initial 
invitation was sent to targeted individuals in more than 550 organizations. One hundred and thirty one 
individuals from 89 companies agreed to participate. Non-response bias was not tested so it is always 
possible companies that did not participate are substantially different on key aspects of voice data 
security.


•	Sampling-frame	bias: Because our sampling frame is judgmental, the quality of results is influenced by 
the degree to which the frame is representative of the population of companies being studied. It is our 
belief that the current sampling frame is biased toward companies with more mature data protection 
and information security programs.


•	Unmeasured	factors: To keep the survey concise and focused, we decided to omit other important 
variables from our analyses such as leading trends and organizational characteristics. The extent to 
which omitted variables might explain benchmark results cannot be estimated at this time.


Concluding thoughts
Our study shows that cyber crimes are pervasive and costly events for organizations in the United States 
and Europe. While most participating companies in our benchmark study appear to take reasonable steps 
to ensure cyber attacks do not infiltrate corporate networks and systems, our benchmark findings suggest 
resources may not be sufficient to achieve a high level of cybersecurity readiness.


Despite good efforts, many organizations acknowledged their vulnerabilities and weakness to a growing 
number of sophisticated and stealthy cyber attacks, including automated agents such as botnets, malware 
and others. They also perceive the dangers of the cyber threat landscape as getting worse and, hence, enter-
prise systems more difficult to defend. 


On a more positive note, a majority of respondents truly believe the state of enabling security technologies, 
especially network and traffic intelligence systems, is improving. Thus, many individuals expressed optimism 
about their organization’s longer-term abilities to defend itself from criminal syndicates and nation-sponsored 
attackers.


On a final note, we wish to thank the 131 IT security leaders who participated in this inaugural benchmark 
study. We respect their views and greatly appreciate their keen insights on the state of cyber readiness.


The full list of research questions and the study responses is available in a separate Appendix. Please contact 
your HP Enterprise Services representative for a copy of the Appendix or visit www.hp.com/services/security.
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Why HP?
As the world’s largest information technology 
company, HP has shaped the fabric of cyberspace 
through building, operating, and advancing the 
domain since its inception. Applying this broad per-
spective in today’s challenging environment, HP now 
provides access to unique security services, products, 
and partnerships through the HP Secure Advantage 
portfolio- an integrated and holistic approach to  
cybersecurity meeting the unique requirements of 
public and private organizations.


HP’s cybersecurity solutions are backed by industry-
leading technologies and uniquely capable opera-
tional expertise:
• Innovation. Our commitments to advanced 


research and operational expertise transcend 
many industries and translate into a consistent, 
best practices approach to solving customer 
problems. Backed by a diverse and talented 
workforce drawn from all elements of our global 
organization, cybersecurity is a core focus of our 
investment at HP Labs. This work is furthered  by 
the experience we gain with our many clients in 
the field developing specialized next-generation 
approaches to cybersecurity 


• Holistic approach. HP employs a holistic 
approach through our integrated cybersecurity 
reference model that reduces complexity, cuts 
costs, and manages overall risk to organizations  
and their dynamic business processes. As a world 
leader in technology, we offer a complete range of 
cybersecurity solutions that deliver real benefits to 
critical business and mission functions.


• Global reach. HP has been delivering 
cybersecurity solutions into the most critical 
and sensitive environments including military 
organizations, governments, stock markets, banks, 
utilities, and healthcare organizations for more 
than four decades. With more than 3,000 security 
and privacy service professionals worldwide, 
HP has the expertise and resources to meet the 
security needs of your organization. 


HP believes that an effective security posture is one 
that permeates an organization’s culture, including 
people, processes, technology and governance. Our 
portfolio of services offers solutions that allow govern-
ments to deliver on their missions, and enterprises 
to achieve their business goals, with confidence.
Accordingly, our clients are well-prepared for today’s 
evolving cyber threats. Continuing their operations 
with minimal disruption, they move forward to gain 
service  and competitive advantage and THRIVE in 
uncertain environments. 


To find out more contact your HP Enterprise Services 
representative or visit:
www.hp.com/services/security.


Ponemon Institute
Advancing Responsible Information Management


Ponemon Institute is dedicated to independent  
research and education that advances responsible  
information and privacy management practices 
within business and government. Our mission is to 
conduct high quality, empirical studies on critical  
issues affecting the management and security of  
sensitive information about people and organizations.
As a member of the Council of American Survey 
Research Organizations (CASRO), we uphold strict 
data confidentiality, privacy and ethical research 
standards. We do not collect any personally  
identifiable information from individuals (or organiza-
tion identifiable information in our business research).  
Furthermore, we have strict quality standards to  
ensure that subjects are not asked extraneous,  
irrelevant or improper questions.


For more information, please contact Ponemon  
Institute by email research@ponemon.org or visit:
www.ponemon.org.
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