
How To Remove 

FBI MoneyPak Ransomware Virus 

 

The FBI MoneyPak Ransomware virus is delivered to a computer via a Trojan horse. Once infected 

an image that appears to be from the FBI begins to display on the monitor. It alleges the computer 

has been involved in illegal activity (downloading of copyrighted material, viewing child pornography, 

etc.) and states an obligation to pay a release fee (fine), through Green Dot MoneyPak cards, to 

unlock the computer.  This malware is totally fraudulent, the claims unfounded, and by paying the fine 

the virus will not be fixed.   This virus often will prevent the user from using the computer normally 

due to the FBI screen enshrouding the display.   

 

FBI Virus Screenshots (Examples of Different Versions) 

 

 

 



 

 

 

 

 



What Causes the FBI MoneyPak Virus 

 

1.  Users not updating applications (Adobe Flash and Java) used for viewing web pages on the 

Internet.  Users will often close these automated updates that are presented when a computer boots 

to the desktop. 

2.  Victims of the virus can become infected due to phishing emails, which can direct a user to a 

website containing malicious code.   

3.  Existing malware already on the computer system that may have progressed or allowed a new 

virus infection to occur. 

4.  Visitation of torrent sites containing infected files. 

5.  Visitation of social media sites, such as Facebook, and clicking malicious links yet to be identified 

by Facebook’s security team. 

 

Effects of FBI MoneyPak Virus 

 

The FBI Moneypak virus can cause existing antivirus software to malfunction.  Steps can be taken to 

work around this, such as booting your computer in Safe Mode with Networking.  Additionally, if the 

virus is not removed, it can exploit other vulnerabilities that can possibly jeopardize personal data on 

the compromised computer. 

 

Removal of FBI MoneyPak Ransomware Virus 

 

Due to the user not being able to function on their normal desktop the option of Safe Mode with 

Networking needs to utilized.  The following steps should be used: 

1.  Turn on computer by pushing the power button. 

2.  Immediately, begin to tap the F8 key, found on the keyboard, until the following screen is 

displayed. 



 

 

3.  Select the option of Safe Mode with Networking 

4.  The screen may appear black with “Safe Mode” in the four corners.  The desktop will still have 

useable icons (not shown) and the Start button allowing access to your email as well as your browser 

(Internet Explorer, Firefox, Google Chrome, etc.). 

 

 

5.  Open your browser and visit http://download.cnet.com/Malwarebytes-Anti-Malware/3000-8022_4-

10804572.html?tag=main;pop .  This site will allow the download of free antivirus software, named 

Malwarebytes, by clicking on the green “Download Now” button. 

 

 

 

http://download.cnet.com/Malwarebytes-Anti-Malware/3000-8022_4-10804572.html?tag=main;pop
http://download.cnet.com/Malwarebytes-Anti-Malware/3000-8022_4-10804572.html?tag=main;pop


6.  A “File Download” window will appear.  Select “Save”. 

 

 

 

7.  A “Save As” screen will appear.  Click on the “Desktop” icon to save to the desktop 

      

              

  

 



8.   After the download is complete, double click the “mbam-setup” icon, found on the desktop, to 

install Malwarebytes. 

 

 

9.  Select “Run” when the window below appears to start the installation. 

 

 

 

10.  The next step will show the “Language” setup window.  Choose the language that suits your 

needs and  Click “OK” 

 

 

 

 

 



 

11.  The next step will show the “Setup” window.  Select “Next” 

  

 

12.  To complete the installation, you will need to accept the license agreement, and then Choose 

“Next”. 

 



13. Choose  ”Next”. 

 

 

14.  Choose “Next”. 

 

 



15.  Choose “Next”. 

 

 

16.  Choose “Next”, if you wish to create a desktop icon for future use. 

 

 



17.  Choose “Install” 

 



 

9.  Due to this being the free version of Malwarebytes, the program is fully manual, which means, all 

updates and the running of the program must be done through the program’s menu. This program will 

automatically update the first time it is run, but future updates will need to be done by selecting the 

“Update” tab. Note than an update should be performed each time before running the program  This 

program has had a high success rate in removing the FBI MoneyPak Ransomware virus. 

 

 

 

 



 

 

 

Constructive Afterthought 

 

Viruses and other forms of malware are often attributed to a system weakness, and many times these 

weaknesses can be prevented.   Good computer practices, such as running all Windows updates and 

installing a reputable anti-virus program, are great first steps to avoid the many forms of malware 

found on the Internet.  Additionally, Secunia has developed a free product named Personal Software 

Inspector.  This product identifies vulnerabilities in non-Microsoft programs (Adobe Flash, Java, etc.) 

and then supplies the updates for these programs, in turn, helping to keep the computer safe.  This 

product can be downloaded from http://secunia.com/products/ .   Today, computers have become 

important tools for businesses and individuals, but due to the many new threats seen every day on 

the Internet, updating the applications on your computer is one of the most important elements for 

keeping a computer running safe and secure. 

http://secunia.com/products/

