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Linksys RV-Series VPN Router Dual/Multi
WAN Feature Overview

Questions

Introduction 
How does the RV-Series VPN Router dual/multi Internet (WAN) port feature work?

Related Information 

Introduction

This article is one in a series to assist in the setup, troubleshooting, and maintenance of Cisco
Small Business products (formerly Linksys Business Series).

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Q. How does the RV-Series VPN Router dual/multi Internet (WAN) port
feature work?

A. The Linksys RV-Series VPN Routers (the RV042, RV082, and RV016) all support up
to two physical Internet (WAN) ports. The dual/multi Internet port design provides a
robust Internet link and high availability. This feature guarantees that an Internet
connection will be connected at all times. If one of the Internet links is disconnected, the
designated backup link will automatically recover the connection and keep the network
online.

Robust Connections

Three unique functions are supported by the dual/multi Internet port feature to enhance a
robust connection:

Smart Link Backup

Load Balance

Network Service Detection

Smart Link Backup

Smart Link Backup allows only one active connection link at a time -- one link selected as the primary,
and the other as the secondary. When the primary connection link is lost, the secondary connection will be
activated immediately and act as the backup, substituting the position of the primary. The secondary
connection will act as the active link until the primary connection has reconnected, at which time the
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secondary connection will return to its role as the backup.

The Smart Link Backup feature is ideal when the two Internet ports are connected to two different
broadband Internet Service Provider (ISP) connections.

Load Balance

Load Balancing can be utilized when both Internet ports are connected to two Internets connections and
used at the same time. Using both the primary and secondary interfaces, load balancing enhances
maximum bandwidth efficiency and reduces unnecessary waiting time. If one of the connections is lost,
the remaining link will provide the network with Internet traffic until the other link is up again - similar to
Smart Link Backup.

The Load Balance feature is ideal when the two Internet ports are connected to two different broadband
Internet Service Provider (ISP) connections that have an equivalent bandwidth rating.

Intelligent Balancer

The Intelligent Balancer feature is automatically activated when Load Balance mode is selected. The
Load Balancer will dispatch IP session packets based on the upstream bandwidth ratio of the two
Internet connections. The upstream bandwidth monitoring is set to determine the ratio of outbound
load balancing.

A special "round robin" algorithm is used to enhance the automatic Load Balance calculation.
Round robin works on a rotating basis: when a server IP address is handed out, it moves to the back
of the list. This step loops repeatedly as the next server IP address is received.

Bandwidth Ratio (weight equation)

The weight of equalization is calculated from the ratio of WAN1 upstream bandwidth and WAN2
upstream bandwidth. For example, if the rates are sets at 2M and 512K for WAN1 and WAN2,
respectively, the ratio for the load balance will be 4:1. This means that sessions forwarded by
WAN1 are four times the sessions of WAN2; but, if the load for WAN1 is over 60%, Intelligent
Balancer will redirect the overflow to WAN2, avoiding traffic congestion.

Sessions

A session, defined by the Load Balance system, consists of these fields in a TCP/UDP packet:

Source IP Address

Destination IP Address

Type of Service (TOS)

Packets with the same session (that is, the same Source IP, Destination IP, and Type of Service) will
be routed via the same interface. This avoids packets reaching their destination out of order,
although port numbers are often used in conjunction with the Source and Destination IP addresses to
determine the correct route of a packet.

If port numbers were used primarily, sessions could be directed through different interfaces,
resulting in incorrect packet routing. Certain applications generate packets with several different port
numbers, so both IP addresses and the Type of Service must be used for session identification.

For ICMP packets, sessions are not used, so each packet can be forwarded by either interface,
packet by packet.
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Dispatch Rules

In Intelligent Balancer mode, the Load Balance system will dispatch IP packets based on these rules:

1. The same sessions are forwarded (routed) to the same interface.

2. Different sessions are dispatched to different interfaces based on configured bandwidth ratios.

3. Sessions are dispatched based on a static bandwidth (upstream and downstream) utilization
threshold of 60% with these routing sub-rules:

If the bandwidth utilizations of both WAN1 and WAN2 are under 60% (that is, both
downstream and upstream utilizations are less than 60%), a new session will be routed
based on rule (1) and (2) normally.

If the bandwidth utilizations of WAN1 or WAN 2 are over 60% (that is, either
downstream or upstream utilizations are higher than 60%), a new session will be routed
to the WAN with the higher available bandwidth.

If the bandwidth utilizations of WAN1 and WAN2 are over 60%, (that is, both
downstream and upstream utilizations are higher than 60%), a new session will be
routed to the WAN with the higher available bandwidth.

Network Service Detection (NSD)

The Network Service Detection (NSD) feature can be used for tracking and detecting the link status of a
connection as well as the availability of relative services. NSD tests four different parts of the extended
network: the Default Gateway, an ISP Host, a Remote Host, and a DNS Lookup Host.

NSD Diagram
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Using Network Service Detection, parts of a network connection that are not active can be easily
identified. NSD uses pings to test various points for errors and to help determine exactly where a
connection has failed. If any of the checks fail, one of these actions can be activated:

Generate the Error Condition in the System Log

This action will create a system log entry. The record will show that the Internet connection was
disconnected along with the time and other relevant details.

Remove the Connection

This action will suspend the particular WAN interface where the network connection to the Internet
was found to be inactive. Internet traffic will be provided to the network via the alternate WAN
interface if it is available. When the network connection to the Internet has been reconnected, traffic
will be transmitted via the primary WAN interface.

Pinging requires the input of a Retry Count number, a Retry Timeout number, and a selection of
hosts in NSD configuration settings. The duration of the tests may vary depending on the values
given for the Retry Count and Retry Timeout intervals.

If the Default Gateway and the ISP Host are selected for detection, Scenario 1 demonstrates how
the Retry Count and Retry Timeout values work.

Retry Count: 5 times

Retry Timeout: 30 seconds

Scenario 1

Ping Default 
Gateway

1st time - 
unsuccessful

5 
seconds

2nd time - 
unsuccessful

5 
seconds

3rd time - 
unsuccessful

5 
seconds

4th time - 
unsuccessful

5 
seconds

5th time - 
unsuccessful

5 
seconds

Retry Timeout --- 30 
seconds

Ping ISP Host 1st time - 
unsuccessful

5 
seconds
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2nd time - 
unsuccessful

5 
seconds

3rd time - 
unsuccessful

5 
seconds

4th time - 
unsuccessful

5 
seconds

5th time - 
unsuccessful

5 
seconds

TOTAL 80 
seconds

NSD will ping the selected items continuously for the number of counts specified and then go into
the Retry Timeout standby using the time set in the configuration. If NSD successfully pings an
item, it will still perform the Retry Timeout and continue to ping the next item when ready.

If the Default Gateway and the ISP Host are selected for the test, and each was able to be reached
the first time, the links will be identified as active. The test will be performed as described in
Scenario 2:

Scenario 2

Ping Default 
Gateway

1st time - 
successful 5 seconds

Retry Timeout --- 30 seconds

Ping ISP Host 1st time - 
successful 5 seconds

TOTAL 40 seconds

This test will require a total of 40 seconds to detect the network and determine that the tested items
are active.

The default value for the length of the Retry Timeout is 30 seconds, which can be easily adjusted to
fit special needs. If the Retry Timeout is set to be a shorter interval, NSD will ping each item
rapidly. Detection of service may be efficient, but it will hold up system resources during the tests.

For an unstable network environment where connections fail constantly, it is recommended to apply
a shorter Retry Timeout interval where disconnections can be noticed immediately. In a stable
networking environment, the interval can be comfortably set to a larger value. By using a longer
Retry Timeout interval, system resources can be allocated for other tasks.

For more information on how to configure these features, refer to the document Setting up Dual WAN

http://www.cisco.com/en/US/products/ps9923/products_qanda_item09186a0080a365d9.shtml
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management on the RV082.

Related Information

RV-Series Dual-WAN Router Administration Guide
Technical Support & Documentation - Cisco Systems
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