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DATE        TIME         SYSTEM                   ACTION
06/24/2014  10:32:50 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=176.195.188.69 DST=208.163.241.250 PROTO=UDP SPT=15971 DPT=11650 
06/24/2014  10:29:35 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.37 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  10:26:49 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=88.160.134.157 DST=208.163.241.250 PROTO=UDP SPT=40251 DPT=11650 
06/24/2014  10:24:16 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=89.241.192.54 DST=208.163.241.250 PROTO=UDP SPT=12398 DPT=11650 
06/24/2014  10:21:59 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.38 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1025 
06/24/2014  10:21:49 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=82.160.207.10 DST=208.163.241.250 PROTO=UDP SPT=19198 DPT=11650 
06/24/2014  10:21:44 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=82.160.207.10 DST=208.163.241.250 PROTO=UDP SPT=19198 DPT=11650 
06/24/2014  10:21:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.242 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=42329 
06/24/2014  10:21:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.242 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=42329 
06/24/2014  10:21:11 AM  Firewall                 Intrusion -> IN=atm8 
06/24/2014  10:20:50 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.41 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  10:20:19 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=213.186.183.22 DST=208.163.241.250 PROTO=UDP SPT=48524 DPT=11650 
06/24/2014  10:20:07 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=95.132.57.149 DST=208.163.241.250 PROTO=TCP SPT=56750 DPT=3128 
06/24/2014  10:19:35 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.37 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  10:19:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=55400 
06/24/2014  10:19:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=59055 
06/24/2014  10:18:17 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=116.10.191.238 DST=208.163.241.250 PROTO=TCP SPT=6000 DPT=22 
06/24/2014  10:17:26 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=47496 
06/24/2014  10:17:26 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=47496 
06/24/2014  10:17:26 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=47496 
06/24/2014  10:17:23 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=95.132.57.149 DST=208.163.241.250 PROTO=TCP SPT=56750 DPT=8080 
06/24/2014  10:15:44 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.37 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1025 
06/24/2014  10:13:16 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=37943 
06/24/2014  10:13:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=46.47.3.77 DST=208.163.241.250 PROTO=UDP SPT=47276 DPT=11650 
06/24/2014  10:13:08 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.39 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  10:12:06 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=115.182.89.206 DST=208.163.241.250 PROTO=TCP SPT=5633 DPT=22 
06/24/2014  10:11:41 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=85.171.96.73 DST=208.163.241.250 PROTO=UDP SPT=13912 DPT=11650 
06/24/2014  10:10:40 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=123.249.35.2 DST=208.163.241.250 PROTO=TCP SPT=6000 DPT=1433 
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06/24/2014  10:07:50 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=222.186.25.67 DST=208.163.241.250 PROTO=TCP SPT=45976 DPT=22 
06/24/2014  10:07:22 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.240 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53699 
06/24/2014  10:07:22 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.240 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53699 
06/24/2014  10:07:22 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.240 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53699 
06/24/2014  10:07:00 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=50.19.88.38 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=52532 
06/24/2014  10:04:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=58547 
06/24/2014  10:03:55 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=93.174.93.51 DST=208.163.241.250 PROTO=TCP SPT=44241 DPT=33290 
06/24/2014  10:03:06 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.39 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1025 
06/24/2014  10:01:13 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.37 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1025 
06/24/2014  10:00:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.40 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1024 
06/24/2014  09:58:17 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.41 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  09:58:15 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=42859 
06/24/2014  09:53:34 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.244 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=54631 
06/24/2014  09:53:34 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.244 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=54631 
06/24/2014  09:53:34 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.244 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=54631 
06/24/2014  09:51:45 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=91.219.103.37 DST=208.163.241.250 PROTO=UDP SPT=51223 DPT=11650 
06/24/2014  09:51:26 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=64.233.171.188 DST=208.163.241.250 PROTO=TCP SPT=5228 DPT=49191 
06/24/2014  09:50:48 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.238 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=51950 
06/24/2014  09:50:48 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.238 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=51950 
06/24/2014  09:50:35 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=116.10.191.176 DST=208.163.241.250 PROTO=TCP SPT=6000 DPT=22 
06/24/2014  09:49:50 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=123.136.106.212 DST=208.163.241.250 PROTO=UDP SPT=1761 DPT=11650 
06/24/2014  09:49:11 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53255 
06/24/2014  09:49:10 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=43092 
06/24/2014  09:49:10 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=54172 
06/24/2014  09:47:18 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=62.42.131.42 DST=208.163.241.250 PROTO=UDP SPT=19084 DPT=11650 
06/24/2014  09:47:00 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=96.227.72.174 DST=208.163.241.250 PROTO=UDP SPT=6881 DPT=11650 
06/24/2014  09:46:47 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.243 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53488 
06/24/2014  09:46:47 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.228.243 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53488 
06/24/2014  09:46:47 AM  Firewall                 Intrusion -> IN=atm8 OUT= 



6/24/2014 192.168.0.1/systemlog.txt

http://192.168.0.1/systemlog.txt 3/4

SRC=74.125.228.243 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=53488 
06/24/2014  09:46:07 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=60592 
06/24/2014  09:46:07 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=60592 
06/24/2014  09:46:07 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=74.125.29.95 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=60592 
06/24/2014  09:45:54 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=107.20.136.216 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=42980 
06/24/2014  09:45:53 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=93.180.5.26 DST=208.163.241.250 PROTO=UDP SPT=56676 DPT=53 
06/24/2014  09:42:19 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=71.6.167.142 DST=208.163.241.250 PROTO=TCP SPT=36306 DPT=9151 
06/24/2014  09:36:54 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=123.151.42.61 DST=208.163.241.250 PROTO=TCP SPT=12204 DPT=8080 
06/24/2014  09:32:48 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=183.34.43.183 DST=208.163.241.250 PROTO=TCP SPT=63395 DPT=5000 
06/24/2014  09:32:47 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=80.251.112.198 DST=208.163.241.250 PROTO=UDP SPT=60965 DPT=11650 
06/24/2014  09:31:03 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=55426 
06/24/2014  09:29:32 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=213.176.224.69 DST=208.163.241.250 PROTO=UDP SPT=55055 DPT=11650 
06/24/2014  09:28:58 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=80.251.112.198 DST=208.163.241.250 PROTO=UDP SPT=57693 DPT=11650 
06/24/2014  09:25:51 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=50.19.88.38 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=56472 
06/24/2014  09:25:39 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=117.196.237.101 DST=208.163.241.250 PROTO=UDP SPT=19351 DPT=11650 
06/24/2014  09:25:19 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=123.249.24.185 DST=208.163.241.250 PROTO=TCP SPT=19324 DPT=1433 
06/24/2014  09:24:33 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=175.145.231.25 DST=208.163.241.250 PROTO=TCP SPT=57715 DPT=23 
06/24/2014  09:23:32 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=178.135.123.110 DST=208.163.241.250 PROTO=UDP SPT=53814 DPT=11650 
06/24/2014  09:23:26 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.38 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1025 
06/24/2014  09:23:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=173.194.68.108 DST=208.163.241.250 PROTO=TCP SPT=993 DPT=53989 
06/24/2014  09:23:14 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=122.224.49.124 DST=208.163.241.250 PROTO=TCP SPT=6000 DPT=8080 
06/24/2014  09:21:31 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=54.83.215.135 DST=208.163.241.250 PROTO=TCP SPT=8253 DPT=47511 
06/24/2014  09:19:44 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.159.248.41 DST=208.163.241.250 PROTO=UDP SPT=43962 DPT=1026 
06/24/2014  09:19:09 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=57383 
06/24/2014  09:19:06 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=213.176.224.69 DST=208.163.241.250 PROTO=UDP SPT=55055 DPT=11650 
06/24/2014  09:18:43 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=79.126.165.20 DST=208.163.241.250 PROTO=UDP SPT=44089 DPT=11650 
06/24/2014  09:18:39 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=79.126.165.20 DST=208.163.241.250 PROTO=UDP SPT=44089 DPT=11650 
06/24/2014  09:17:28 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=116.10.191.186 DST=208.163.241.250 PROTO=TCP SPT=6000 DPT=22 
06/24/2014  09:16:50 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.200.180.66 DST=208.163.241.250 PROTO=UDP SPT=64002 DPT=11650 
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06/24/2014  09:15:08 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=31.13.69.160 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=58503 
06/24/2014  09:13:14 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=218.77.79.43 DST=208.163.241.250 PROTO=TCP SPT=55407 DPT=3389 
06/24/2014  09:07:49 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=1.30.20.148 DST=208.163.241.250 PROTO=TCP SPT=60956 DPT=22 
06/24/2014  09:07:28 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=23.13.235.120 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49903 
06/24/2014  09:07:28 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=23.13.235.120 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49903 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49886 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49886 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49884 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49884 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49885 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49885 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49883 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49883 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49882 
06/24/2014  09:07:21 AM  Firewall                 Intrusion -> IN=atm8 OUT= 
SRC=184.26.143.144 DST=208.163.241.250 PROTO=TCP SPT=443 DPT=49882 


